
Course: Ethical Hacking - Online 

 

Course Code: noc19-cs68 

Session: 2019-20 

Duration: 12 Weeks 

Assessment procedures: Weekly Assignment (25%) + proctored certification Exam (75%) 

Curriculum of the Course:  

Week 1:   Introduction to ethical hacking.  

• Fundamentals of computer networking.  

• TCP/IP protocol stack. 

Week 2:   IP addressing and routing. 

• TCP and UDP.  

• IP subnets. 

Week 3:   Routing protocols. 

• IP version 6. 

Week 4:   Demonstration Session:: 

• Vulnerability assessment:   OpenVAS, Nessus, etc. 

• System hacking: password cracking, penetration testing, etc. 

Week 5:   Demonstration Session:  

• Social engineering attacks. 

• Malware threats,  

• Penetration testing by creating backdoors. 

Week 6:   Introduction to cryptography 

• Private-key encryption,  

• Public-key encryption. 

Week 7:   Cryptographic hash functions,  

• Digital signature and certificate, applications. 

Week 8:   Steganography, 

• Biometric authentication, 

• Network-based attacks, 

• DNS and Email security. 

Week 9:   Demonstration Session::  



• Sniffing: Wireshark, ARP poisoning, DNS poisoning. 

• Hacking wireless networks, Denial of service attacks. 

Week 10: Elements of hardware security: side-channel attacks,  

• Physical inclinable functions,  

• Hardware Trojans. 

Week 11: Demonstration Session:: 

• Hacking web applications: vulnerability assessment,  

• SQL injection, cross-site scripting. 

Week 12: Case studies: various attacks scenarios and their remedies. 
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