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  Abstract. Watermarking has been used frequently to authenticate the accuracy and security of the image and 

video files. In the world of computer technology, several watermarking strategies have developed during the past 

20 years. Integrate a picture of identity that is not always concealed, such that no detail is not possible to delete. 

A monitoring code can also be used to deter unauthorized recording equipment. Another application is the 

watermark copyright control, which works at stopping the creator of the image from stealing photos unlawfully. 

A watermark is a promising option for the copyright transcendence of multi-media files, as embedded messages 

are still included. Due to the limits of fidelity, a watermark may be implemented in a small multimedia data space. 

There is no proof that Automated Watermarking technologies will fulfil the ultimate purpose of the cleaners of 

all sorts of copyright security operations to gather knowledge from the data they obtain. Relevant situations may 

be deemed more fairly expected with the usage of automated copyright marking technologies. A perfect device 

will not be able to add a digital watermark without the limit, which does not supply the whole object with details. 

In this work, a modern technique for watermarking includes injecting two or more messages or photographs into 

a single picture for protection purposes and repeating a similar procedure for N-frames for authentication in the 

film. 

 

 Keywords:  Digital Watermarking, Video, Authentication, Temper, Copyright, Protection, DCT.    

 

 

 

 



ICETCE 2021
IOP Conf. Series: Materials Science and Engineering 1131  (2021) 012020

IOP Publishing
doi:10.1088/1757-899X/1131/1/012020

2

 
 
 
 
 
 

1. Introduction 

There are many interactive items in one. The basic definition of multimedia is "the fusion of two or 

more media." The media in multimedia are displayed in several ways: graphics, image, text, sound 

effect, audio, voicing, etc. Both symbolic and functional purposes, each serves as an effective medium 

for communication. The media will have a more diverse and interactive experience when melded 

together. In the event of collaboration and communication between the different media elements the 

subsequent steps can be strengthened even further. The famous sentence, “The medium is the message”, 

has been used by Marshall Mc Luhan as a leading and prominent media relations theorist. According to 

him the attention should not be on the information or what is being said, but the mechanism by which it 

is provided. He felt it was the way that forms and governs the size and form of human association and 

behaviour. The topic is not meaningless, but the format of transmission is significant in the way the 

message is conveyed. This is where multimedia has the incredible power and impact. Media is the plural 

medium by choice. The word 'facilitates or links contact' has evolved, whether by a phone, the internet, 

the TV or another instrument. It is instant and does not require consultation to talk openly to those on 

one side. This is the purest mode of contact. A medium's function is to enable the message to be 

conveyed. We call multimedia, whether or not it's computer-based, when we use more than one form of 

media. At the moment, the media used news and information mostly in the press to transmit to the 

masses. Now there are a number of ways of contact in the media. 

 

Multimedia is a synergistic process in which many elements of the media operate together to strengthen 

and unify a whole. A combination of media adds wealth and offers a total sensory experience. 

Multimedia was once the simultaneous replay of a slide and a tape storage unit. As an example, 50 years 

ago the audio tried to synchronize with the series or play as 'bottom' music, photographic photographs 

in slide form were projected on a computer. 

 

Figure 1. Disparate Multimedia Elements Funnelling Into One Unit 

Multimedia uses various media formats (such as text, sound, graphics, animation, film, interactive) in 

the collection and processing of information to educate or entertain the user of these. The use of 

electronic devices to store and experience visual content also applies to multimedia. Multimedia is 

comparable, but larger, to conventional mixed media art. “Rich media” means immersive multimedia.  
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Figure 2. Multimedia uses various media formats 

2. Literature Review 

A New H.264 / AVC watermarking method is proposed [1]. They were embedded robust and fragile 

watermark into DCT domain to the motion vector, which can work together to achieve copyright 

protection and authentication of both sides. Our solution is superior to higher capacity and another video 

watermark plan, especially in low bit-rate compression.  In addition, being a good mode selection 

function in H.264 / AVC Lagrangian optimization aligned. The software would only trigger very minor 

changes to the material. The solution is very efficient algorithm to extract watermark from emails. 

Such act ensures the creators of copyrighted works have actual power over the contents of their archives. 

We wish to apply DW-SVD algorithm in creating digital watermarks [2]. The proposed method includes 

two steps: the embedding of watermark and the extraction of watermark. In the process of embedding 

and embedding, we mix DCT and CSS embedding methods with PSNR and Video Concealment. 

“Watermarking method based on DWT and SVD proposed hybrid concept of digital video”. This 

technique can be used to hide information from people. DCT is rather time-consuming method because 

it requires another database. A hybrid result was found superior over a single DWTSVD method. It was 

found that the watermarking method met the required criteria. It is of fast processing and is probably 

robust. 

Hiding video data is a big research topic [3]. They suggest a new video data hiding method which uses 

repeated error correction to accumulate area code penalty and supremacy of data hiding (FZDH). FZDH 

is authorised for no modification and data hiding method. The frame was checked for any form of file, 

including.MP4,.3gp,.AVI etc., and the performance of the whole method of hiding video output details. 

Protection of the proposed scheme, video encryption and decryption secret methods. The simulation 

results indicate that the surveillance video phase is secret. 

Video watermarking is a recent technology, primarily used for the illicit spread of multimedia video on 

the internet[4]. When a watermark is added to the recording, it must not be detected when sound is still 

visible. The encoded original picture details can be transparent or invisible as a „digital watermark." 

More nuanced attacks can be carried out to enhance the protection and method of embedding 

watermarks. Research has shown that the most effective and economic way to evaluate Eigenwerte is 
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by utilising the SVD algorithm. For purposes of embedding and extraction method, the advanced SVD 

transformation algorithm suggested in this work would be. The experimental findings suggest that the 

watermarking method suggested for SVD algorithms is comparatively less risky. 

The plans are focused on the copyright security of validity and discrete wavelet transformation (DWT) 

and single-value decomposition (SVD). These are grey watermark logo image. As the watermark, the 

algorithm that the original image was converted into the wavelet domain and the use of a reference sub-

picture, in which a contrast is set and value coefficients of a wavelet are used and shaping. In this way, 

LUCC can have a significant influence on political and economic decisions.  

Proposed work scans the image for the digital image obtained from the watermarked software. In their 

algorithm, cover pictures they use as a watermark [6]. It combines object watermarking techniques with 

blurry block images. It also embeds the watermark in the host image displacement and LSB. A 

watermark image is copied from the suspect image and inverted. 

The use of PKI, public key encryption and watermarking technologies in developing a visual image of 

the latest testing and evaluation methods that apply to information system security [7]. The main idea 

of their paper is that the image was watermarked (LSB). 

Suggested to apply zero-knowledge cryptography for secure the watermark picture [8]. In its scheme 

using DWT (discrete wavelet transforms) of the embedded watermark, they made adequate secure 

watermark in the bit least significant in host image (LSB). 

Proposed a fragile watermark image authentication scheme [9]. They used the singular values of the 

image decomposition (SVD) singular values, integrity check images. In order to make the singular 

values authentication data is changed to use modular arithmetic bit.  Then, they are inserted least 

significant bits of the original image bit (LSB). The change in the original image pixels are selected 

randomly.  

Proposed a new standard of structural digital watermarking by using the random function mapping for 

LSB [10]. They believed that the randomized position of the image is more reliable that the use of 

traditional hashing algorithms. 

Proposed compromise between concealment and using SSIM quality measure of watermark robustness 

[11]. They detect watermarked images using complex statistical procedures. 

This proposed a bit-plane index modulation based on fragile watermarking scheme used to verify the 

RGB colour image [12]. By embedding the R, G, in the R, G, B component of the watermark image, the 

original image of the B component, and as the embedding distortion is minimized by using the least 

significant bit (LSB) to change the program. Their encryption method includes encoding and decoding 

procedures. We hope to deal with the limitations of the prior art through the incorporation of a new 

technology. 

It refers to machine data security markings that prohibit its unauthorised copying and file identification. 

The DW-SVD solution for optical video watermarks is recommended [13]. There are two parts: 

watermark embedding and watermark extraction. In the embedding step, we combine method 

Comparison with the comprehensive PSNR code tag with the time elapsed and the robustness of the 

check. 

Watermarking approach based on DWT and SVD proposed a hybrid concept of digital video [14]. This 

method can be used to ensure identification and data privacy. DCT method is rather complicated but it 

has superior capacity and concealment. It is observed that DWTSVD combination is effective than DCT 
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method. The techniques meet the required security policy, reliability, fast processing and the visibility 

time required.  

Find that steganography works poorly because a very little image shift can be deleted efficiently by 

rolling LSB from a single pixel is a cover picture stored in JPEG format within the spatial domain [15]. 

Noted that a large spatial stylus is given in the original uncompressed format, but that uncompressed 

image sharing is considered equal to a similar author's cryptography. 

Suggested a realistic JPEG-embedded image algorithm to deliver steganography with high capabilities 

without compromising protection [16]. The algorithm F5 is introduced into an irregular coefficient of 

DCT bit selection and integrated into a matrix to minimize shifts in the length of a post. 

A new scheme was proposed to hide LSB replacement for encrypted image data. It consists of the 

encryption of images, data embedding and data recovery [17]. Encryption key used for encrypting the 

original image of copyright owners. A shift in the encrypted picture data that masks the use of a key to 

create a sparse space for the smallest bit of the extra data to handle. 

The immune digital watermarking algorithm is the latest, insecure, reverse watermarking the charge 

[18]. In certain cases reversible digital watermarking will not include the watermark information in a 

totally restored way to its original undifferentiated state according to the watermark security 

characteristics, but will allow for minor differentiations. In this sense, this paper suggests an embedded 

digital watermark that integrates new concepts to guarantee the consistency of work that value has been 

done after failure, so that the intruder does not benefit from the value of public works embedded with a 

watermark. 

New telemedicine circles are also the solution to enforce image protection requirements by shielding 

information to safeguard proprietary and copyrighted content [19]. The delicate watermarking system 

offers a reliable, health-care, telemedicine solution. In this document we suggest a reversible colour 

medical image, a watermarking method for the spatial domain. Watermarks of an image stored in the 

unaltered as an important component extract in a given watermarking process. Used to extract the 

watermark after the main information. 

We propose in this paper a hybrid watermarking approach focused on digital images of a single 

decomposition (SVD)[20]. The watermarks protection of copyright and longevity are two main facets 

of the software. Here, we entered the wavelet host picture, which provides copyright security and 

reliability, as main components of DCT field marking. The factor of scaling depends on the image. 

Providing preliminary findings shows that the software can avoid all forms of attacks and covers in 

image processing. 

Tacit writing is the technology to be covered in some newspapers to prevent eavesdroppers with distrust. 

They were introducing a new transformation approach for DWT steganography [21]. This approach 

allows sensitive knowledge to be concealed in a visual image. By changing the wavelet coefficients, 

hidden knowledge is inserted into the picture. The proposed approach is very similar to the initial hidden 

picture quality. 

Service owners are using forensic watermarking’s to track users who upload content unlawfully in order 

to tackle the redistribution of the piracy technologies in Internet Content-the largest threat to many 

providers of content around the world [22]. In order to be adaptive, it is necessary that the watermark 

functions smoothly in this setting, as one of the major frameworks for delivering advanced multimedia 

content on the internet. In this technical report a solution is defined for a single watermark content with 

a plurality of scalable streaming applications in each receiving system. The suggested watermarking 

solutions for service providers include a fully functional and easy-to-use authentication scheme to deter 

the piracy's redistribution of adaptive broadcasting of internet content. 
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The authentication, weak or malicious attacks embedded watermark are of significant importance in the 

strong digital colour image of the RGB colour frame [23]. In this analysis, the most important bit 

replacement (LS B) for authentication of the RGB colour picture watermarking method is introduced, 

since the use of a minimized alternate bit (LSB) is based on a distortion of the embedding mechanism. 

The software is modified in three stages by modifying the initial pixel and the pixel watermark. Initial 

watermark approaches with red, green or blue histograms for histograms are suggested. However, the 

3D image elements are red, green, blue, and watermark too. The initial and watermark image and PSNR 

algorithm of insertion and removal will be in this article. 

The use of digital data is rising with the rapid growth of IT and Multimedia. Thus, it is very critical to 

secure, but also very difficult, the multimedia material pirating [24]. Many people are afraid that the 

unauthorized repetition of their knowledge cannot secure their copyright. So, the advancement of 

technologies is really important in the face of all these issues. Considered the digital option for 

watermarking to avoid multimedia records. This paper introduces, brings out and incorporates an 

electronic watermark concept. Under its suggested watermarking, the DWT series was in the original 

rearrangement format, using a picture which had to be rearranged. Then all bands of high LH, HL and 

HH were used with DCT and SVD. Then by changing the specific values of these bands, the watermark 

is integrated.  

The watermark is reversed by the optimized watermark extraction process [25]. In order to pick these 

three strips for a band and a pure high frequency band, strong invisibility is assured and resilient against 

multiple forms of attacks. Utilising DWT, DCT, and SVD conversion leads to a more efficient algorithm 

of watermarking than any watermarking algorithm that has been proposed. In terms of hiddenness, 

watermark picture quality is fine. All bands LH, HL, HH options in this high watermark algorithm are 

made more resistant for various kinds of filtering noise and geometric noise by the mid-LH, HL and 

pure high-frequency HH bands. In future, the algorithm can be expanded to colour image and video 

processing by the entire band DWT-DCT-SVD. 

3. Proposed Work  

We note that there are a variety of techniques for watermarking a picture using text, images or other 

means where watermarking is incorporated in the coverage, based on the initiation and inspiration 

offered by the analysis literature [26]. In addition to many watermark techniques, the least important bit 

contains (and discrete Wavelet changes). These involve a small bit, a discrete wavelet conversion, a 

discrete cosine, and several more. Many modern technologies utilise either a single watermark or a 

different watermark utilising two distinct watermarking techniques. In our analysis we suggest a way of 

combining two watermarks into a specific video format and evaluating its performance and the quality 

of its watermarking [27]. Firstly, it allows us in two ways to improve the payload of the cover frame of 

the film.  

 

3.1 Process of Watermarking  

The sender reads a video and extracts its frames, then integrates two optical watermarks, and executes 

the vectoring procedure for watermarking encryption [28]. In addition, the sender sends the first 

watermarked initial picture with the LSB technique first plane. Then the consumer combines the cover 

with the invisible watermark using a 3rd bit plane LSB technique. This fundamental mechanism is 

replicated across all frames, each with two watermarks [29, 30]. 
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Figure 3. Flowchart at the sender’s end 

We also used two separate watermarks for embedding:

     
  Watermark 1             Watermark 2 

Figure 4. Two different types of Watermark 

4. Result & Analysis 

 

The original and watermarked video snapshots are: 
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1. MP4 (H.264) Video 

 
        Original Video Frame (Original)                          Watermarked Video with Frame  

Figure 5. Snapshots of Original and Watermarked Video Frame 

2. MPEG Video 

 

      Original Video Frame (original)                 Watermarked Video with Frame  

Figure 6. Original and Watermarked Video Frames 

It is time to carry out all the tests and interpret the outcomes with the same results. We evaluate the 

effects of the sender efforts and the results of the marked video.  

 

Please see below the screenshots and effects of the watermarked video of all three forms and their PSNR 

values: 
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Figure 7. PSNR Graph of all AVI video frames 

In addition, the security of a specific frame is strengthened in order to make sure that the video is reliable 

or right, even though anyone breaks the hidden watermark. This work involves three types of content: 

MP4, AVI and MPEG footage, and two watermarks are used with each video, enabling us to assess the 

quality of the watermark in all three formats. 

 
       Figure 8. PSNR Graph of all MP4 video frames 

  
Figure 9. PSNR Graph of all MPEG video frames 
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5. Conclusion 

There are also a range of watermarking techniques that ensure and protect the cover piece, which 

provides the receiver with limited repetition, with the result of watermarking, like the smallest bit, a 

discreet wave transformation, discrete cosine transformation, and several more. Many modern 

technologies utilise either a single watermark or a different watermark utilising two distinct 

watermarking techniques. In this paper, we suggest that two watermarks of a single video be merged in 

separate formats and its performance and watermarking quality be evaluated. Firstly, it allows us in two 

ways to improve the payload of the cover frame of the film. In addition, the security of a specific frame 

is strengthened in order to make sure that the video is reliable or right, even though anyone breaks the 

hidden watermark. This work involves three types of content: MP4, AVI and MPEG footage, and two 

watermarks are used with each video, enabling us to assess the quality of the watermark in all three 

formats. As our results indicate, with the watermarked video in the input video, the final PSNR 

performance is very high and the work has also been done to ensure the touch image. The file format 

H.264 (MP4) and AVI are almost the same. We have also been able to guarantee the authentication and 

copyright of the watermarked video. 
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